NCAT TracerFIRE 9 Agenda
Feb 22-23, 2020

 Saturday, Feb 22,2020 (McNair214) |

08:30 AM - 09:00 AM Introduction

09:00 AM -09:30 AM Cybersecurity and Incident Response
09:30 AM - 09:45 AM Setup and Configuration
09:45 AM - 10:45 AM Introduction to Ghidra
10:45 AM - 11: 00 AM Break

11:00 AM - 11:15 AM SMTP and Email Extraction
11:15 AM -11:45 AM Introduction to Security Onion
11:45 AM - 01:00 PM Lunch Provided

01:00 PM -01:30 PM Disk Forensics with Autopsy
01:30 PM - 01:45 PM TF9 Story Overview and Setup
01:45 PM - 05:00 PM TF9 Exercise

08:30 AM - 09:00 AM Memory Forensics with Volatility
09:00 AM -09:30 AM Advanced Security Onion
09:30 AM - 11:30 AM TF9 Exercise

11:30 AM - 01:00 PM Lunch Provided

01:00 PM — 04:00 PM TF9 Exercise

04:00 PM - 04:15 PM Debrief Preparations
04:15 PM - 05:00 PM Debriefs (~5 minutes each)
05:00 PM —-05:10 PM Debrief Point Deliberations

05:10 PM Closing



